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TUNE TRHE
PERFORMANCE OF
SQL SERVER, AZURE
SQL DATABASE AND
AMAZON RDS WITH
SQL DOCTOR



H SQL DOCTOR DIAGNOSES AND PROVIDES
THE CURE FOR WHAT AILS SQL SERVER
ON-PREMISES, IN THE CLOUD, AND AS
A MANAGED CLOUD DATABASE.

Collect performance information, analyze it, and determine the resolution in
minutes rather than hours. Leverage proven industry best practices endorsed by
Most Valuable Professionals (MVPs) to analyze the performance and to provide
recommendations. Target some of the most common areas of performance
problems, such as queries, server configuration, security, database objects,
memory, wait statistics, query plans, and much more.
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Analyze. Diagnose. Fix.

E All Selvers:: € Analysis History

s SERVER_1

Previous Analysis Information
Analysis type:  General Health Check
Started on: Tue, Mar 21, 2017 3:06:03 PM

Duration: 00h 02Zm Z2s

Recommendation Summary

Category Estimated Priory
Al (190) T
Disaster Recovery (32) oo 1T
Index Optimization (47} o 1)
Query Optimization (30) [ s
Securtty (4) = —— —

A, Analysis has errors. Click here to view.

a SERVER_2

Previous Analysis Information
Analysis type:  General Heakh Check
Started on: Tue, Mar 21, 2017 3:50:35 PM

Duration: 00h 03m21s

Recommendation Summary

Category Estimated Priority
Al (190) T
Disaster Recovery (32) o1
Index Optimization (47) o 1)
Memary (1) [ o )
Query Optimization (88) CHET T 1)

A, Analysis has errors. Click here to view,
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s SERVER_3

Previous Analysis Information

Analysis type:  General Heakth Check

Started on; Tue, Mar 21, 2017 3:55:26 PM
Duration: 00h 0Zm 495

Recommendation Summary

Category Estimated Priority
All (32) - —]

Disaster Recovery (32) T

OOy SeOeS

a SERVER_4

Previous Analysis Information
Analysis type:  General Heakh Check

Started on; Wed, Mar 22, 2017 3:03:31 PM
Duration: 00h 04m 07s

Recommendation Summary

Category Estimated Priority
AR} e e o

Quickly see the overall health of all registered servers, based on the last analysis
run. Access quick links to the shared tasks for a server such as updating SQL
Doctor settings, reviewing wait stats, and analyzing a query.

Add Licenses

11 Schedule analysis
Wednesday, March 22, 2017
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Community License Info

i) Add Server gl Remove Server | il Anabyze Server ) Disgnose Queries

5§ Dosbosd # Recommendations for SERVER 1 32172007 306 PM
Y fgﬂf:];.“ « @ Block [ Copy (= Email & Bxport | . Show me the problem | . Optimize Script i) Undo Script
a@T e Finging I ]
‘3 ;“:2" 07 30603 PN v ) The mtegrity of database NorTrwind] has not been checked in 56 2 days paet =
< Sm A Search predcate cortains a column excression in a funcsien ———)
® (J Datsbases Duplicate index found on [Neetrwing] (abo] [Orders) re———
i Swu Duplicats indax found oa PNeetraing] [abo] [Order Detats) [= ———
: a "'“""F ;"‘““ Duplicate ingex found on [Nortmwing) [dbo] Products) [C ———]
& (J Woketstors SQL Server password policy Is vulnerabile for login 33 e
O Sessom Deadlock Information is not being captured (= -
%::M&u The use of SELECT * has been found (- e |
& @ SERVER 2 INCONSISTENt execution tmes 1o me_GetServerStaisDatatase arrr—
Inconsistent execution ¥mes 1or procecure [ — ——
Guery hint abuse has been cetecled e o,,|

ﬁn integrity of database [Northwind] has not been checked in 56.2 days

{ The physical inbegrety of a database [Nerfrwind] should be checked reguiarty to allow for early detechon of errors s0 ial downtime and data loss
@ SERVERS can be minimized

- ReCOmemendation:
1% i3 recommanded hat you run DBCC CHECKDE a0ains! database [Noetiming] ¥ ensure there 37e no Cata integnty protiems

SDRA3  Database integrity should be checked i ——

View a list of performance recommendations based on a full analysis based
on selected criteria. The performance gain that was received from making the
suggested change, how relevant it is for the parameters that were specified
when configuring the analysis, and the confidence SQL Doctor has in the
recommendation determines the priority of the recommendation. Narrow the
recommendations by targeted applications, selected performance categories,
databases on the server, logins at the server or database level, frequency of
specific recommendations, prioritized recommendations, and workstations
associated with the server.
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Community License Info

(i) Add Server gl Remove Server | g Anadyze Server _; Diagnose Queries =2 Schedule snplyss
E  Recommendations for USWEST.2.RDSAMAZONAVYS.COM, 1433 HRANT 318PM

» @ Block (B Copy 5 Emal B Brportt | . Show me the problem | 48 Optimize Script i) Undo Script
¥ | |Fnoep * | Pricey [~

Thee SCL Server iIns2ance IS Sxpendnting memory siress T T
The RDS mnstance i3 enabied [of pubiic 3COess

QUOTED_IDENTIFIER is 5130 valud ON for Catabase Averture'Works2014 [

Orvg of T SQCUINITY Groups o e RDS Agws FTCRSS Irom any IP A0cress C1 Ttz

Index PK__log_back__0SELF2FDL18C08TS) on [rasadmin] [aa)] Pog_backup_manfes] with 3 pation s2e of 6BMB IS 0B3I% 1 . mr T
Index Mrfecycie_backup_round_inde] on Ladie [rasacmn] [abo] pop_backup_manifest] is expenencng high levels of page Laach cont . copme 1)
Index Jifecycle_backup_round_indes] on table jrdsaomin] [0bo] Bog_backup_manifés] is expenenting exceéisive Row |0tk conMnSon ommm T 1)

Index [AK_AGOress_rowguid) on [Adventare Works2014] [Person] [Acdress) is disadied [ = =)
Guest user has p 10 access ¢ T v
The RDS instance is enabled for public access
Viben is this not a problem?

« i Be indtinde CONLEINS NO SenSithve ABLE of Tre Owner SCCepls The ALks of axpoding the RDS instance publicly, i is ok 10 enatie this sccess

Vi ks this a problem?
=When an instance ks enabled for public access. it can be accessed rom rescurces outside the AWS Virtual Private Clowd container that the instance Ives in, making
& more eaposed

Recommendation:
Since RDS is in the doud, it can be dcoessed over the inlemet This means st it is impontant 10 create the iINSLINce with protecions 08NS INtrusion. In ofder 1o imt
SLCHES AN Protect e RDS indtanos rom @irusion, public 3cceds ahould be disabled

Learn more about

BOS FAQ (Mowy do | connect 1o an BDS OB Instance in VPC?)

£ 3| SOR.5M  ROS matance has public sccens enabled | ——— ——

View detailed information about each recommendation. In many cases, this
includes the actual metrics, databases, tables, and applications involved. Perform
these actions: Flag, block, copy, email, and export, show me the problem, optimize
script, and undo script. This example lists the details for a cloud recommendation
for Amazon Relational Database Service (RDS). SQL Doctor also supports Microsoft
Azure SQL Database.
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-5 Mar 21,2017 3:06:03 M

Server ) Diagnose Queries 17 Schedule analysis
% Recommendations for SERVER_1 3/21/2017 3:06 PM
« @ Block [ Copy (-2 Email & Export | gl Show methe problem | . Optimize Script &) Undo Script
|Y ‘] |Finding |Priorhy B
Duplicate index found on [Morthwind].[dbo].[Products] (= ———
SQL Server password policy is vulnerable for login sa (C o — —
' Deadlock information is not being captured T

\ 4 The use of SELECT * has been found

1.
p.name COLLATE SQL_Latinl_General CF1_CI_AS unused
FROM policies 1s p
LEFT JOIN pol.tcles__uid u ON n.palicy_quid = p.policy guid
}s
RestoreUids ( [Uid], [GUID], [Type), Name )
AS ( SELECT u.policy_uid ,
p.policy guid ,
1,
p.name COLLATE SQL Latinl General CPl CI_AS
FROM policies r p
LEFT JOIN policies_uid u ON u.policy guid = p.policy guid
|
PoliciesUids ( [Uid], [GUID], [Type], Name )
AS { SELECT *
FROM BackupUids

UNION

SELECT *

FROM LogShippingUids

UNION

SELECT *

FROM RestoreUids

]
seLect ff v
>
:

T wr o

View the SQL text for a selected recommendation. Copy the SQL text to the
clipboard to see it in a text editor or SQL Server Management Studio.
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-- This SQL Doctor optimization script was created
-~ based on the recommendations you selected from
the following analysis:

-=SQL Doctor version: 3.6.0.163
-=- Date: Tuesday, March 21, 2017
-— Time: 3:06:03 PM

-- SQL Server Instance: SERVER_1

W W R W R R R W

-- Deadlock information is not being captured
USE master

GO

SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

-=- first set the server to show advanced options
EXEC sp_configure 'show advanced option', '1';

-— Analysis Type: General Health Check, Database Object Analysi:

RECONFIGURE
-- then set the scan for startup procs to 1
TVEM™ ovw ~Aanfimiva logmarm Fav asgraveism mevmaamgl 1901 s s
< IR o=t aaas SO LA e e e NRASS 1 |
Copy Run

Display the script used to enact the recommended change. Alternatively, copy
the script to Windows Notepad or another text editor to examine the code and
research other options further before making the change.

K|
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Community License Info Add Licenses

i Add Server 8 Remove Server | i Analyze Server ;| Diagnose Queries

1 Schedule analysis
=% Dashboard .
=@l SERVER_1 Overview for SERVER_1
| [:J(j 5 ﬂ‘ll'_ﬂm Microsoft SQL Server 12.0.4232.0 Enterprise Edition (64-bit) on Windows NT x64 Version 6.3 (10240) Refresh  3/22/2017 3:04 PM
B uesday
B> Mar21, 2017 3:06:03 PM i i ~
E... o ; % SQL Doctor Analysis (0 warnings) (A @ Processss @
@) Categories of MostRecent Analysis Lastanalysis performed on 3212017, Current Threshold: pla
Ci Dald:mm q/ Recommendations Lastanalysis produced 190recommendations. Current Threshold: nia a Rafieeh thWindow
Eg Recommendation of  Priority LastAnalysis did produce plapriority recommendations :w'd|::;m 4
gg - m“’, B Performance Metrics (0 warnings) (a) |28 ReportingServicesServic
€3 Sessions o CPUUsage Current CPU usage: 57 %. Currentthreshold: nia :‘IM ;Q‘L;::t:
| % W': Lo Plan Stats o Memory Available Current memory available: 2131 MB. Current threshold: nfa 4% Tomes
I}Ja SERVER_2 of  Blocking Processes Currentblocking processes: 0. Currentthreshold: nfa 648 csrss
w-@ SERVER_ 3 of  Network Retransmits Current network retransmits: 0 %. Current threshold: pia 760 wininit
(- SERVER_4 i _ m csrssil
m--g SERVER_5 &g Drives/ Storage (0 warnings) @ |em services
- SER & Q/ Disk Space 0disks drives arerunning low on space. Gurrent threshold: nfa 252 | Isass
936 winlogon
(@ Disaster Recovery (1 warnings) (®) [1020 | svehost
of  RecentFull Backups 28 databases have nothad a full backup in nfa 592 svehosts1
of RecentLogBackups 15 dalabases have not had a log backup in nfa 5 | svehosti2 v
< >
& SuspectPages 3databases contain suspect pages —_——
" sQL Agent Jobs (0 warnings) ] 12 Network Interfa... )
o LongRunning Jobs Qjobs have been running longer than normal & Refresh ) New Window =
o  Failed Jobs Qjobs have failed in the past pfa Name
Intel[R] B2573LM Gigabit Network N
‘® Quick Findings more... 3/22/12017 3.04 PM
Finding [~
The SQL Server user right "Lock Fages in Memory™ is not being used
Single use Ad-hoc plans are using 22 MB of procedure cache
Disallow results from triggers is OFF v

Quickly see the overall health of each registered server, as of the last refresh.
See a server health checklist that highlights where performance issues may be
happening in real-time. Review real-time, key performance metrics for each major
area of the server. Display quick findings based on the values of the key metrics
to start troubleshooting performance problems immediately.




IoD=rR A SQL Doctor

Community License Info

Firdng

The SGL Server user nght “Lock Pages in Mamony”™ 13 not bawng vaed
Serle e Adboc plar wee g I ME of procedire coche
Desallow results from nggers 1s OFF

The Common Langusge Rurtme (CLR) cption 1s erabled
Autertoason et 15 Noxed Made

SCGL Server password policy is vulnerabie for logn sa

New cardunality estmator is not besng used

o @ SERVERY ' Overview for SERVER_1
e ;m Microsoft SQL Server 12.0 4232 0 Enterprise Edition (64-tt) on Windows NT x64 Version 6.3 (10240) Refresh 32272017 3:04PM
5 (J Tuesdsy
BT Mar 21,2017 30600 PM P @ ﬁ
¥ % SQL Doctor Analysis (0 wamings) @ @ Processes ®m
® (J Categoses o MostRecent Analysis Lastanalysis performed on JRIENT Current Threshald nlp
-'L U Datsbases o Recommendations Lastanalysis produced 1f0recommendabons Current Theeshold olg aMlnh © Now Window 2
; a w‘.ﬁ - o Priofity LastAnalysis did produce il priorily reconmendalions ':mr 2
®-CJ Promaed Rucommendascn B Performance Metrics (0 wamings) (n) | |28 ReporimgSencesSenx
-GN duos 920 SGLOoctor
O Sesscrs o CPUUsSage CurentCPUusage 57 % Currenthveshold: ply %
% m'll!hl o« Moemory Avallable Current memary svailabie 2131 M8 Current Bhieihald Uy s smas
® SERVER_2 o Blocking Processes Curentbioching processes 0 Current Ivreshold pl BE carss
® @l SERVER_} of  Network Retransmits Current nebeork retransmits 0% Current Preshold ofy 0 warsral
@ gl SERVER & = m carsall
'l SERVERS &g Drives / Storage (0 warnings) @0 | senvices
- & o Disk Space Q0sks crives anerunning kow on space. Gurment hreshald ol 282 faass
N 96 Wk
(@ Disaster Recovery (1 wamings) @ 020 svehom
of Recestfull Backups 28 databases Pave not nas & 00 basiup @ Bl d swchosts!
L = s 572 svehoatr v
% Quick Findings moee 222017 304 PU

A fast and therefore limited look at critical real-time performance metrics (including
gueries, sessions, wait stats, and query plans) determines the quick findings. They
point in the correct direction and give crucial troubleshooting information when it
is needed most. However, for a thorough review of server performance, refer to
recommendations generated by a full analysis.
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¢ Add Server gl Remove Server | il Analyze Server ) Diagnose Quenies = Schedule aaalysis
" ﬁ' SERVER_1 Wednesday, March 22, 2017
v IDERA SQL Doctor 16 PM
w Wl SERVER_} Analyze Diagnose. Fix
@ '@l SERVER &
. ssmn:: T e e ] I r - T
Server |Started ¥ Durstion  TaskType | Recommendatons Priority
SERVER_& J220M7 30PN 407 Aratyss ] X o]
SERVER_2 INONTIHNPN 249 ool R e ————— )
SERVER_2 INANTI0BSPN I Feabine 1% r—
SERVER_1 N7 30603 222 Fealyhs 1% CCooa—— )
SERVER_& Y207 2504TPN 527 Aratiss 205 [ ——— S ]

E

Access the results of every analysis stored by SQL Doctor for each registered SQL
Server instances. Summaries include the name of the analyzed server, start time,
total time duration, type of analysis performed, total number of recommendations,
and highest priority recommendation. For each historical analysis, view
recommendations, and delete and schedule analysis.




Type & new query i ths pane, o Copy and paste an
*ostng Quary hom your T-SOL Ses

To stant the analywss, chick Diagnose

[Che] [(Cogom ] | corent |

A — .

Analyze relevant queries without having to wait for a full analysis to complete
to help save time. When SQL Doctor diagnoses a query, receive performance
recommendations without actually executing it. When clicking the “Diagnose”
button, it parses the T-SQL script and bases the analysis and resultant
recommendations on the estimated execution plans for the selected database.

| anatyss wams x
Configure Detailed Analysis
Set up anallyss CateQONes aNd OpEons
Solact SOL imptance | "' Yo ke 10 anely For b specis aggi > |
Aopkcaton rame ( widcartt | J

toukd you Mike 15 bt arad,ied 10 8 baghe Satabase?

Fiters | Target database: < Al Duisbases > v

O Fow bong shoukd SGL Dockr sgend Collecheg Gagrosh Gata? |

Ountion i Meutes (15000 & 2]

Note Anabas o Sw colected dats may take severs’ sdRorss mirtes and wl not
B 0 P DOl s S gt

L .| | <Bak || Frwh || Cacd
| — ——

When configuring the analysis, choose which database or application workload
to include in the analysis. Fine-tune the analysis results further by picking a
database or application. Maximize the likelihood that the recommendations

accurately identify and resolve critical issues by adjusting the amount of time
duration for collecting data.



With SQL Doctor, we reduced our workload for tuning

our systems. It identifies problems so that we can fix them
faster and more efficiently.
Genet Asegid

Database Administrator, Government Employees Insurance Company
(large enterprise, insurance, USA)

With SQL Doctor, tune the health,
performance, and security of SQL
Server for physical, virtual,

and cloud environments.

Instantly locate problems in real-time, run analyses on

an as-needed basis, schedule analyses, view prioritized
rankings of issues, view expert recommendations, generate
executable scripts to fix issues, view trends from the history
of analysis recommendations, diagnose SQL queries,
explore SQL query plan statistics, and much more.

Start for FREE

Install and deploy SQL Doctor to meet the unique needs
of any SQL Server environment.

IDERA.COM 877 GO IDERA 464.3372
EMEA +44 (0) 1753 218410
TWITTER twitter.com/Idera_Software APAC +611300 307 211

FACEBOOK facebook.com/IderaSoftware MEXICO +52 (55) 8421-7980
LINKEDIN linkedin.com/company/idera-software BRAZIL +55 (11) 3280-1159



https://www.idera.com/productssolutions/sqlserver/sqldoctor?utm_medium=inasset&utm_content=pdf&utm_source=solutionbrief&utm_campaign=sqldoctor#getStartedForm

