
Idera SharePoint security manager is a powerful solution for the management and administration of SharePoint security. It enables you 

to: quickly understand your SharePoint security model, ensure appropriate security permissions have been applied, audit compliance and 

administer changes to security and permissions as required.

PRODUCT HIGHLIGHTS
•	 Powerful, granular security search engine
•	 Comprehensive security reporting
•	 Security auditing to ensure compliance with organizational security policies
•	 Permissions replication to ensure consistency and compliance
•	 Account cloning for fast and consistent administration
•	 ‘Dead account’ detection and elimination

Your SharePoint environment contains a wealth of documents - much of it sensitive content, content that must be appropriately 

secured. However, managing and administering your security model to ensure that user needs are satisfied and organizational policies 

are enforced is a complex, time-consuming task. This often results in sub-optimal security with the possibility of sensitive content left 

exposed and security policies violated.

Idera SharePoint security manager was designed to make SharePoint security quick and easy to manage. Tasks that used to take hours 

or days can be accomplished in minutes, and security policies can be applied quickly and consistently.

FAST, EFFECTIVE SHAREPOINT 
SECURITY ADMINISTRATION
SharePoint security managerTM

SOLUTIONS FOR SECURITY & COMPLIANCE

WHY SHAREPOINT SECURITY MANAGER?

The SharePoint security manager home screen allows administrators to manage SharePoint 
user’s permissions and roles within an entire SharePoint farm.  Through this centralized console 
administrators have access to 26 essential and easy to use security administration and reporting 
tools. Administrators can also customize the home screen so users only see  the features they 
have been given access to use.

The user list/item security analyzer provides a single holistic view to analyze and manage a 
user or groups list and item level security through a powerful and insightful report that enables 
fast access to critical security information such as who has access to what and how access has 
been granted.

DOWNLOAD A FREE EVALUATION TODAY AT WWW. IDERA.COM

  

“We are now able to provide any security reports to our Compliance

Officer in a few minutes, just like MAGIC!”

- FATHI ABU ALAM, QATARGAS 



SharePoint security managerTM

FAST, EFFECTIVE SHAREPOINT SECURITY ADMINISTRATION

TECHNICAL FEATURES 
Sites Manager: Provides a complete view of all your sites and workspaces.  
View and manage your site components from a centralized location. 

Site Security Auditor: Provides a fully comprehensive security audit for a 
site. 

Site Security Reset: Enables you to manage and clean up your site’s  
security inheritance.  

Site Permissions Replicator:  Enables you to replicate permissions from a 
source site to selected target sites. 

Site Collection Administrators: Enables you to view all the site collection 
administrators across all site collections. 

Account Property Synchronizer: Helps clean up basic account properties 
and synch them across all site collections. 

Dead Account Cleaner: Enables you to clean up accounts in SharePoint that 
have been deleted or disabled in Active Directory.   

Account Site Security Analyzer:  Provides a single holistic view to analyze 
and manage a user or group’s site security. 

Account List/Item Security Analyzer:  Provides a single holistic view where 
you can analyze and manage a user or groups list and item level security. 

Add User Site Security: Provides an easy to use interface for adding multiple 
users/groups to multiple sites in a single process. 

Remove User Site Security: Provides an easy to use interface for removing a 
user/group from multiple sites in a single process. 

Clone Account Site Security: Provides an easy to use interface for cloning 
site permissions from one user/group to another in a single process. 

Permission Level Site Access: Enables you to look up a specific permission 
level (i.e. Full Control, Contribute, etc.) and view all the users and groups that 
are allocated that permission throughout the environment or selected sites. 

List and Item Security Auditor: Provides a fully comprehensive security audit 
for a list or item. 

List Security Reset: Enables you to manage and clean up list security 
inheritance. 

Item Security Reset:  Enables you to manage and clean up item security 
inheritance. 

List Permissions Replicator:  Enables you to replicate permissions from a 
source list to selected target lists. 

Item Permissions Replicator: Enables you to replicate permissions from a 
source item to selected target items. 

No impact on SharePoint performance: Because Idera SharePoint security 
manager runs in real time, the impact on SharePoint performance is virtually 
non-existent. 

Highly scalable - no limits on SharePoint site collections and sites:
Idera SharePoint security manager is a robust application that instantly 
gathers all security attributes of your entire farm, without any limitation on 
total number of site collections, sites, or user accounts.

SYSTEM REQUIREMENTS

BASIC INSTALL
•	 Windows SharePoint Services (WSS) 3.0, Microsoft Office SharePoint Server (MOSS) 	
	 2007, SharePoint Foundation 2010, SharePoint Server 2010
•	 .Net 2.0 
•	 Authentication: Windows authentication
•	 Repository: SQL Server 2000 SP4, SQL Server 2005 SP1 or SP2 or SQL Server 2008

ADMINISTRATIVE PRIVILEGES REQUIRED
•	 Idera SharePoint security manager administrator: Must be a SharePoint  
	 farm administrator
•	 User: Read access to SharePoint site collection
•	 Security trimming
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KEY BENEFITS
Reduce time spent on SharePoint security administration 
Use SharePoint security manager’s powerful administration features to quickly execute security tasks in minutes instead of hours or days.

Quickly view security across an entire farm
SharePoint security manager provides farm wide security reporting that enables a complete view of the security model for an entire farm.

Instantly understand security permissions
Use SharePoint security manager to understand what security policies and permissions have been applied and how they are applied.

Full permissions audit
SharePoint security manager provides full audits for ALL 4 levels of SharePoint permissions access. 

Safely delegate security administration 
With SharePoint security manager, you can safely delegate security administration to administrators and users.

DOWNLOAD A FREE EVALUATION TODAY AT WWW. IDERA.COM


