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WHY IDERA SHAREPOINT AUDIT? 

With adoption of SharePoint on the rise, it is important from a 

compliance and governance perspective to track which users have been 

accessing the various resources stored in SharePoint. Idera SharePoint 

audit provides an easy way to enforce farm-wide auditing while still 

providing the flexibility to override these settings at the web application 

or site collection level. 

In addition to enforcing audit rules, SharePoint audit fills in the gaps by 

making it possible to track authentication events (user logins), inserts 

of new items, and even changes to individual field values. In addition, it 

makes it easy to view, filter, and report on audit events.

PRODUCT HIGHLIGHTS

•	 Enhances audit data with inserts, authentications, and field-level changes

•	 Simplifies auditing administration across your SharePoint farm

•	 Easily identifies security events with out-of-the-box reports

•	 Helps with regulatory compliance and company security policies

KEY BENEFITS

Enriches SharePoint’s audit data
Idera SharePoint audit enriches SharePoint’s audit data with logon 

events, inserts, and field value changes, while tracking views, updates, 

and deletes.

Saves time and ensures consistent auditing
Idera SharePoint audit ensures consistent auditing across the farm by 

enforcing audit policies on all servers and sites – new and existing.

Customizable settings at the web application and site 
collection levels
Idera SharePoint audit’s unique, hierarchical, administration model 

enables farm-wide auditing configuration and overrides at lower levels 

of web applications and site collections.

DOWNLOAD A FREE 14-DAY TRIAL AT WWW.IDERA.COM

IMPROVED SHAREPOINT AUDITING FOR SECURITY AND 
COMPLIANCE MANAGEMENT

Idera SharePoint audit is a comprehensive SharePoint auditing 

solution that captures logon events, views, inserts, updates, deletes, 

and changes all the way to the field level, to give you a complete view of 

who is doing what, and where, in your SharePoint environment. Idera 

SharePoint audit enables you to automatically turn on auditing for new 

SharePoint sites, configure specialized auditing at the web application or 

site collection level, and monitor the level of auditing across your farm. 

Collect the data you need to comply with regulations and data security 

requirements such as Sarbanes Oxley (SOX) and HIPAA.

SYSTEM REQUIREMENTS
SharePoint platforms
-- Windows SharePoint Services (WSS) 3.0 SP1 / SP2 
-- MOSS 2007 SP1 / SP2 
-- SharePoint Foundation 2010 / Server 2010

Operating System
-- Windows Server 2003 32 / 64 bit (including R2)
-- Windows Server 2008 32 / 64 bit (including R2) 

Repository Database
-- Microsoft SQL Server 2005 
-- Microsoft SQL Server 2008 Enterprise, Standard, or Express Edition

Disk Space and Memory
-- Recommended minimum 1.5GB of total memory per SharePoint 

server
-- 5 MB disk space
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Idera SharePoint audit extends SharePoint’s auditing 
capabilities, providing complete SharePoint auditing for 
security and compliance management. It captures logon events, 
views, inserts, updates, deletes, and changes all the way to the 
field level, to give you a complete view of who is doing what, 
and where, in your SharePoint environment.



SE
CU

RI
TY

 &
 C

O
M

PL
IA

N
CE

KEY BENEFITS (CONTINUED)

Enforces auditing policy
Idera SharePoint audit enforces auditing policy by 

monitoring the state of auditing on site collections. Audit 

monitor tells you where auditing is enabled or disabled, 

and what types of actions have auditing disabled on a 

given site.

Makes it easy to understand and respond to 
security events
Idera SharePoint audit’s out-of-the-box and custom 

reporting make it easy to understand and respond to 

security events. Use one of SharePoint audit’s reports, 

create your own, or filter and query the audit log viewer to 

get the information you need. 

Helps comply with regulations, company security 
policies
Idera SharePoint audit gives you the tools to fulfill your 

SharePoint regulatory and compliance data needs, whether 

that’s Sarbanes-Oxley (SOX), HIPAA, GLBA, Title 21 CFR 

Part 11, FERC, NERC, or others.
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Idera is headquartered in Houston, TX with offices in 
London and Melbourne. 

WEB	        www.idera.com

TWITTER	       www.twitter.com/Idera_Software 

FACEBOOK      www.facebook.com/IderaSoftware

LINKEDIN        www.linkedin.com/groups?gid=2662613
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+1 713 523 4433

877 GO IDERA (464 3372)

+44 (0) 1753 218410

+61 1300 307 211

+52 (55) 8421 6770

+55 (11) 3230 7938

TECHNICAL FEATURES

–– Add to SharePoint auditing: Idera SharePoint audit 

enriches SharePoint’s audit data with logon events, inserts, 

and field value changes. 

–– Control what you log: SharePoint audit’s fine-grained 

control over the type of events logged means that your audit 

logs won’t grow out of control. Further manage the audit log 

size using automatic truncating. 

–– Out-of-the-box and custom reporting: SharePoint audit’s 

out-of-the-box and custom reporting on information like 

content viewing, content modification, and content deletion. 

–– View and filter audit log data: SharePoint audit enables 

administrators and compliance professionals to view and 

audit SharePoint log data at any level. View logs from any list 

item’s context menu.

–– Query audit data: SharePoint audit enables you to query 

audit data at the farm, site collection, or list level and export 

logs to Excel as pivot tables for further manipulation.

–– All Microsoft: SharePoint audit uses all Microsoft 

technology. It’s a native .net application.

–– Lightweight and easy to deploy: SharePoint audit has 

minimal server requirements, and is lightweight, fast, 

efficient, and easy to install. SharePoint audit stores its 

log data in a secondary database, eliminating any auditing 

impact on your SharePoint content database.

–– Compatible: SharePoint audit is compatible with MOSS, 

WSS & SharePoint 2010, and it adds auditing functionality 

to WSS 3 & SPF2010.


